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We're not your mom, and we're not going to get into the middle of a morals debate on software piracy and if it's really stealing. But we can give you a couple of really good reasons not to download a pirated copy of a paid app.Yup. Malware. Most of what you hear about malware on Android phones is sensationalism designed to make you click a link.
Much of it is proof-of-concept work that never will see the wild. Finding an exploit and distributing that exploit are two very different things. But it does happen, and almost all of it happens to people who download apps that didn't come from Google Play.Taking an Android app and opening it up so you can edit things — like removing a license check
— is simple and the tools are readily available. So are countless tutorials about using those tools. That makes it easy for almost anyone to drop other code into an app. But almost anything you could do to an app will make Google Play's Bouncer — an automated tool that checks the integrity of every app in Google Play and can tell if bad things are
inside — trigger and block the app so nobody can see it or download it. That's what keeps Google Play the safest place to get Android apps.Google's Bouncer will keep you safe almost all the time. Is "almost" good enough for you?Bouncer will also scan apps on your phone you didn't download from Google Play if you let it — you'll see it ask you the first
time you sideload something. This keeps almost all the malware you read about in check and away from your phone. But the whole thing is a game of cat and mouse between Bouncer and some really smart people who want to do things they shouldn't be doing to your phone. All these people need is for you to download the altered apps and the easiest
way to do it is to entice you with something you can't have or something that you're getting for free instead of paying 99-cents for. Everyone likes free stuff.Smart people at Google are at war with smart people who want to put malware on your phone and neither side can ever win.When Google picks up on one way of doing things, those bad people
start using another. It almost sounds like a James Bond villain at work, but when you consider that about a gazillion people downloaded pirated software last year (and will this year) it's not hard to see why this can be lucrative for the right ones.There's one easy way to keep your phone from being part of some malware statistic you hear about online
— download your apps from Google Play. If you're supposed to pay for an app or a chest of 100 gold coins, pay for them. Chances are that the 99-cents you're paying are a lot less than your bill would be with midnight text messages to a country you've never been to and don't know anyone in.App piracy on Android has real-life repercussionsApp piracy
makes baby Mario cry and Nintendo publish for the iPhone first. Deserving or not, the Android platform and its users has a bad reputation with many developers and software publishers. Take Nintendo, which has this to say about Super Mario Run:For us, we view our software as being a very important asset for us. And also for consumers who are
purchasing the game, we want to make sure that we're able to offer it to them in a way that the software is secure, and that they're able to play it in a stable environment.We wanted to be able to leverage that network connection with all three of the Super Mario Run modes to keep all of the modes functioning together and offering the game in a way
that keeps the software secure. This is something that we want to continue to work on as we continue to develop the game.But actually, the security element is one of the reasons that we decided to go with iPhone and iOS first. So this is just — based on the current development environment — a requirement that's been built into the game to support
security and the fact that the three different modes are connecting to the network and interacting with one another.The emphasis there (in bold) is mine.In that slew of words, one of the things they are saying is that iOS is safer for them because on Android their game would be yanked off of phones that can use it and passed around to everyone with
Nintendo having no say in its distribution. And they are 100% correct. It's getting passed around on iPhones, too, but it's not nearly as easy to do on iOS so the piracy numbers are tiny compared to what will happen when they release it for Android. They know this, I know this, and you know this. Any software that arrives or update that comes is
available to everyone about an hour after it's been released. Even if it's free software, that's piracy. And it doesn't matter that most people aren't doing it because millions and millions of people are.Developers fight piracy on all platforms, but some make it easier to do than others.This isn't a new thing. A long time ago it was hard to find an Android
device that could install Netflix unless you pirated it. A casual conversation with a developer on the project told me why — because the same day they released a Netflix app for Android as a test with known hardware, the app was available for everyone to sideload. That wrecked their methods of testing for best performance and soured them on the
entire platform. Spending a lot of time and money then seeing it all go to crap because we had to have something right now and had the means to pirate it can do that. Those developers didn't blame you if you pirated Netflix. They blamed Google for not caring and giving them tools to protect their "property" like Apple does and locking Android
down.Every time you pirate a paid app, you make this problem worse. You don't have to care, you won't ever get into trouble and you can get in the comments of this post and act all indignant about it. That doesn't change anything.One person can't change a statistic but we all can still do our part to fix a serious problem for Android app developers:
Piracy.If you're ever in a room full of mobile app developers, ask them. Find out how much money they make from their Android apps and if piracy is a problem. They'll tell you. And most of them would also tell you they wish Android was more locked up like iOS because of it. Since that probably isn't going to happen in any meaningful way, they will
just stay discouraged. They aren't as discouraged with piracy on iOS and can make more money coding apps for iOS. You do the math there and figure out what that means when it's time to build the next great app.You and me not pirating one app isn't going to change anything. But it means we're not part of the problem. The same thing goes if
10,000 of us stop doing it or 100,000 of us. There are a lot of Android users. But it has to start somewhere, right? Stop a download from the Google Play Store: Tap the X next to the progress bar. Stop a download from an app: Turn off Wi-Fi; put your phone in airplane mode; power off your phone. Prevent downloads: Settings > Apps & notifications >
tap app name > Permissions > toggle off Storage. This article explains how to stop an Android download. Instructions apply to smartphones and tablets with Android 7.0 or later. Many apps in the Google Play Store (and other app stores) deliberately try to look like other popular apps. Search for a Google app, and you'll see plenty of copycats. If you
accidentally tap Install on one of these lookalikes, you can stop the download immediately by tapping the X next to the progress bar. The Amazon AppStore has a similar option, but the progress bar and X are much smaller, so it might take a few tries to cancel the download. When you start downloading something from an app, such as a mobile
browser or messaging app, there's no straightforward way to pause or stop the download. You can turn off Wi-Fi in a pinch, put your phone in airplane mode, or power off your phone. You can also download a third-party file manager that has better options for stopping downloads. If you often find yourself (or someone who uses your phone)
unintentionally downloading apps on your Android, it's a good idea to restrict downloads from some or all your apps. For example, someone could access a random app store in a mobile browser, such as Chrome, which can put your security at risk. Launch the Settings app. Go to: Apps & notifications > Advanced > Special app access > Install
unknown apps. By default, this option is turned off for all apps. Scan the list of your apps to make sure it says Not allowed under each one. To prevent file downloads, go to Settings > Apps & notifications, and tap the app name in the list. Tap Permissions and toggle Storage to off. If you accidentally download an app or file that you don't want, you can
delete it. Go to Settings > Apps & notifications, and find the app in the list. Tap the app name and then tap Uninstall. If the download was a file rather than an app, you can delete it: Go to Settings > Storage > Free up space. Tap Downloads, and you'll see a list of files, all of which are selected. Uncheck any files you want to keep. Tap Free up [X] MB.
(Your phone will display how much storage you can reclaim.) Tap Free up space on the pop-up window. Sometimes a download affects the performance of your smartphone, such as slowing it down or disabling functions. In that case, the best solution is to reset your phone to factory settings. Thanks for letting us know! Get the Latest Tech News
Delivered Every Day Subscribe Tell us why! Android 7, which bears the delicious Nougat codename, is out and it offers split-screen views and more interactive notifications. As exciting as that is, you may need some help getting it onto your device and learning how to make the most of its new features. With our guides for getting the update onto
Nexus devices, splitting your screen and mirroring Chrome and other apps, you'll quickly become nimble in Nougat.Image Credit: Asif Islam/ShutterstockAndroid 7 Nougat Tips
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